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The growth of the Internet and the proliferation of digitized information
have eroded the delicate balance between sharing information and
protecting intellectual property (IP) rights. Now, a new product entrant
has the potential to further erode IP protections: the three-dimensional
(3D) printer. Already plagued by digital piracy and counterfeit products,
3D printing technology is creating new challenges for IP owners. As
websites like Napster challenged copyright laws by enabling the illegal
copying and file-sharing of music and movies, 3D printing is creating
similar challenges for patent and trademark rights of tangible objects.

3D printing is the process of making a three-dimensional object from a
Computer-Aided-Design (CAD) or a 3D scanner digital file program. A
3D printer interprets the file—similar to a blueprint—and then creates
objects by depositing layers of materials on top of each other until the
desired object is complete. Previously a domain reserved for research
labs and specialized rapid prototyping development, 3D printing’s
popularity has grown in recent years, and technological advancements
have made it possible to print diverse products such as clothing, jewelry
food, and cars.

With the proliferation of inexpensive iPhone 3D scanner apps and other
similar portable devices, almost any object can be digitized into a
printable file. As more physical objects transition to digital information,
the popularity of “copy and print” shopping will increase. IP owners are
becoming increasingly aware of the potential for widespread patent and
trademark infringements that cannot be detected or controlled by
existing monitoring practices. With the rise—and anonymity—of 3D
printing services and 3D printers, estimated annual IP losses could
exceed $100 billion by 2018.



Patents are exclusive rights that prevent others from manufacturing,
using, selling, or importing a product for a limited period. These
exclusive rights help keep competitors out of the market, allow the
patent owner to recover time and development costs and support efforts
to commercialize the invention. Previously, commercial counterfeiters
were needed to make illegal copies of patented products for black
market distributors. Now, consumers can easily copy and print an
increasing number of patented products in the privacy of their homes
without paying royalties to inventors.

Trademarks are unique symbols, sounds, words, or logos that distinguish
the goods and services of one manufacturer from those of others. 3D
printing will pose serious concerns for many industries that heavily rely
on branding to sell their products. Designer clothing, jewelry, and art
may soon be vulnerable to 3D-printed forgeries and imitators using
cheap materials can undermine the owner’s brand recognition and
reputation. The wide range of printing materials available coupled with
sophisticated printers can make counterfeiting designer logos both easy
and profitable.

New 3D-based printing websites such as Thingiverse, Shapeways, and
Pinshape enable the making, sharing and customizing of 3D printable
objects and promote creative collaboration efforts among users.
Unfortunately, these websites also function as a Napster-like platform by
enabling users to upload and share scanned images of protected designs
easily. Controversial websites on Pirate Bay and the Dark Web have
already created 3D printable files called “physibles” for sharing and
trading across the global digital black market. While some intentional
3D printing infringement is detectable using existing methods, new ways
to prevent unlawful duplication of IP-protected objects and designs will
be required.

Websites like eBay use VeRO (The Verified Rights Owner) to remove
listings infringing on an IP owners’ rights and to terminate accounts for
repeat offenders. For example, Gucci can request the removal of an



eBay listing for a handbag if the product logo is not authentic. Many 3D
printing websites have also posted policies prohibiting the sale or
copying of [P-protected designs. Content scrambling software, digital
watermarking, and embedded tools to prevent multiple copying of
objects can make online piracy more difficult. Also, CAD files provided
by manufacturers need to prohibit the unauthorized editing or removal of
licensed trademarks. Finally, the U.S. and its global trading partners
need to coordinate a worldwide effort to reduce IP thefts while
maintaining the vitality of technological innovation.

3D printing technology encourages a versatile, highly collaborative way
to design and manufacture a host of diverse products. The ability to
digitize virtually any object and print it on demand has also created new
IP infringement challenges.

As 3D printing becomes more sophisticated and as home 3D printers
become more ubiquitous, significant challenges and opportunities will
accompany this emergent technology. A coordinated effort is necessary
to ensure that this new opportunity does not become an IP misfortune.
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