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Abstract

This article focuses on the emerging applications of blockchain technology for
recordkeeping and data management requirements. Blockchain—the technol-
ogy supporting Bitcoin and other cryptocurrencies—is a shared ledger that
maintains transactions and documents in digital form. In a time when busi-
nesses face challenges in managing data security, there is a compelling case for
developing a digital-based recordkeeping system to address social problems on a
global scale. Improving food supply chain safety, reducing the conflict diamond
trade, and assisting refugees in preserving identity and academic credential
records are just a few of the solutions offered by blockchains. Our global econ-
omy depends on the ability to create, store, and share accurate records. While
implementation challenges remain, blockchain technology's ability to store and

distribute immutable documents has the potential to improve data management
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1 | INTRODUCTION

The rise of globalization coupled with automation is rapidly
changing recordkeeping requirements. With the world cre-
ating gigabytes of data per day, and as companies continue
to increase the number of documents they accumulate and
retain, the siloed approach to data storage using either
paper-based records or mainframes is fraught with multiple
failure points. Lost documents, errors and omissions,
destruction from natural causes, and high retention costs
hamper efforts for businesses to efficiently maintain proper
document controls. For example, Record Nations, a docu-
ment management firm, estimates the annual paper-based
document storage and disposal costs for an average-sized
business can exceed $600,000 per year (McHugh, 2019).

2 | HOW BLOCKCHAINS WORK

Blockchain—The technology created to support Bitcoin
and other cryptocurrencies—is a decentralized, shared

security for industries worldwide.

blockchain technology, data security, digital-based recordkeeping, food supply chain safety

ledger capable of creating and storing anything of value,
from land deeds to academic records. This architecture
enables multiple participants to share information using
a public (permissionless), or private (permissioned) com-
puter network. Each entry is assigned a unique digital finger-
print (hash) created from complex algorithms, and every new
transaction requires consensus approval from all members.
Once approved, transactions are accumulated into blocks
and replicated to each computer node in the chain. Each
block has a unique, alphanumeric header that contains
several pieces of information. Part of the header includes the
hash of the previous block's header information, thereby
linking the blocks together in an unbroken chain.

The linking process makes records more resistant to
tampering because data alterations require breaking the
cryptography securing the record and changing the cur-
rent block and all other blocks linked to the record. In
permissioned chains, only members can access transac-
tions through the use of private keys, which also act as a
unique digital signature for each member. If a member
attempts to alter a record, the member's signature is
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invalidated, and the network nodes receive immediate
notification. Early communication of possible security
breaches can prevent further unauthorized changes and
alert the members of possible hacking attempts. Unlike
centralized systems, hackers cannot access information
through a single point of entry because a decentralized
ledger receives continual updates posted to all nodes, not
to a single source.

Fraudulent alterations—particularly for large
blockchains—would require massive computing power and
the ability to alter all records simultaneously (Miles, 2017).
Today, a growing number of diverse industries are leverag-
ing blockchain-based platforms to replace legacy systems
with distributed ledgers to improve the creation and stor-
age of information such as smart contracts, supply chain
agreements, and academic records. Blockchains are also
reducing costs and enhancing transparency for real estate
transactions, the diamond trade, and food production.

3 | BLOCKCHAIN-AS-A-
SERVICE—THE NEXT STEP IN
CLOUD-BASED SERVICES

Blockchain-as-a-service (BaaS) offers a cloud-based
service for building customized blockchain applica-
tions. Like other virtual platforms (see Exhibit 1), the
provider manages the infrastructure to ensure a seam-
less operation. Before the creation of BaaS services,
high investment costs and complexities barred many
small-and-medium-sized businesses from taking advan-
tage of blockchain's numerous benefits. Companies like
Microsoft, IBM, Amazon, and Oracle have launched BaaS
products and services so that more businesses can utilize
blockchain services to develop and host distributed ledger
applications for their core product and service lines.

For example, the Microsoft Azure cloud system can
accommodate servers operating in multiple regions. As
businesses grow or contract, this flexible ecosystem
changes the scalability requirements as needed. Adding
Azure Stack combines a next-generation hybrid cloud
solution with artificial intelligence to build and deploy
customized applications that can be either partially or
entirely disconnected from the Internet (What is Azure
Stack?. n.d.). Azure web services also include DevOps—
A combination of software development and operations
designed to replace siloed, legacy systems with a single
application that improves an organization's efficiency
and agility. BaaS and other platforms provide a roadmap
to expand the market penetration of blockchain tech-
nology across many diverse industries and enable busi-
nesses of all sizes to take advantage of its numerous
benefits.

4 | CREATING SMART
CONTRACTS

Contracts and agreements between two or more parties
create legal obligations to perform specified acts. Exam-
ples are shipping goods by a specific date, providing ser-
vices, and purchasing land or property (Hamel, n.d.).
Monitoring performance often involves frequent reviews
of an agreement's terms and conditions. Also, document
revisions can result in version control issues and can be
problematic during audits or when contractual disputes
arise. These potential weaknesses can also result in mis-
sed ship dates, compliance failures, and late payments
that increase the risk of compromising relationships or
incurring costly litigation.

In contrast, blockchain technology offers a digital
alternative to paper-based or electronic documents
maintained in separate databases such as those of a
buyer and seller. Smart contracts—specialized com-
puter codes and algorithms—enable parties to create
self-executing agreements after satisfying a set of
predefined rules. These contracts can facilitate the per-
formance of commercial arrangements and complex finan-
cial transfers, thereby reducing the need for third-party
intermediaries (Trade tech—A new age for trade and sup-
ply chain finance, 2018). See Exhibit 2. Storing contracts
on the blockchain also improves both security and trans-
parency to all parties involved. Companies like Propy and
DocuSign utilize blockchains to buy and sell real estate,

EXHIBIT 1 Platforms and their Functions

Platforms and their Functions

Software as a Service
Functional applications provided
CRM, ERP, email

Platform as a Service
Operating environmentincluded
‘Windows, Linux, or applications of choice deployed

Infrastructure as a Service
Virtual platform provided
Includes storage as a service

Blockchain as a Service
Leverages cloud-based solutions
Customers build, host their own apps and functions
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create a seamless process to transmit and manage docu-
ments, and purchase or lease a car.

5 | IMPROVING CROSS-BORDER
REAL ESTATE TRANSACTIONS

Transnational real estate sales often require a cadre of
lawyers and other professionals that add costs and time
to complete transactions. The volume of cross-border
acquisitions of U.S. properties alone increased by 78% in
2018, and global activity increased by 25% for the same
period (Mattson-Teig, 2012). Propy's founder and real
estate developer, Natalia Karayaneva, had a goal to create
a peer-to-peer process to complete purchases entirely
using blockchains. Propy combines a real estate listing
and transaction platform with a decentralized registry to
reduce complexities and increase options for brokers,
buyers, and sellers worldwide. Through these platforms,
sellers and buyers can list and search for properties, and
the blockchain-based registry stores land records and
uses smart contracts to provide information and pay-
ments (Riitano, 2018). Concomitant participation with
administrative legacy databases and local authorities pro-
vides transparency and ensures title record transfers fol-
low legal protocols in each country.

San Francisco-based company DocuSign introduced
the eSignature solution to assist both businesses and

EXHIBIT 2 Smart Contract Applications

Smart Contract Applications

Sales
. Agreements

Real Estate

( Smart
Contracts

Auto
Sales &

Leases

consumers worldwide to sign, send, and manage docu-
ments using any device. The DocuSign platform replaces
printing, faxing, scanning, and mailing documents with a
process that automates approvals and decisions. After
integrating an Ethereum blockchain into its management
service toolkit, DocuSign partnered with Visa to create a
smart contract for buying or leasing cars (DocuSign, n.d.).
Utilizing a securely stored VISA token simplifies the pro-
cess by automating document completion and payments.
After the payment is received, the token enables the con-
sumer to take possession of the vehicle, and the agreement
then resides on the Ethereum blockchain. Providing a
secure way to facilitate the exchange and retrieval of
signed documents has advantages for both domestic and
international companies.

6 | DIGITIZING SUPPLY CHAINS
Over the last century, supply chains have evolved from
focusing on mechanizing labor-intensive processes to
managing complex global networks spanning multiple
jurisdictions and countries. Defined as an international
network of suppliers, carriers, manufacturers, distributors,
and retailers, a well-managed supply chain is an essential
element to a company's success (Stadtler, Kilger, & Meyr,
2015). Logistics capabilities further improved supply
chains with the advent of personal computers, the emer-
gence of sophisticated enterprise resource planning sys-
tems, and utilizing the Internet to integrate siloed systems
and enhance communication among members. Supply
chain management—A collaborative ecosystem designed
to optimize the activities involved with the end-to-end
flow of goods and services from the point of origin to the
consumer—is vital to expanding a company's economic
value and competitive edge. Effective and efficient
recordkeeping management is essential to a global supply
chain's success. Good recordkeeping facilitates transpar-
ency and accountability and is instrumental in compli-
ance, auditing, and decision-making efforts. Problems
arise when individual members maintain paper or siloed
systems that reduce visibility and accessibility to other
members or government agencies.

For example, IBM and Maersk Shipping Company ran
a test shipment of flowers from Kenya to Rotterdam, uti-
lizing almost 200 communication documents to complete
the transaction. Another test shipment of goods from East
Africa to Europe required review by 30 different stake-
holders (Lielacher, 2017). As one of the future megatrends
in global supply chain management, blockchain technol-
ogy is an investment with high returns: it optimizes
network resiliency to reduce costs, streamline record
accessibility, and improve provenance while obviating
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issues that disrupt a supply chain's effectiveness. Use cases
include addressing unlawful manufacturing practices and
tracking tainted or mislabeled foods on a granular level
back to their origins.

7 | CLOSING LOOPHOLES IN THE
DIAMOND TRADE

Tracking diamonds is difficult because international sup-
ply chains consist of many transnational actors who often
use disparate recordkeeping methods or create fake certifi-
cates to avoid detection. Everledger, a technology enter-
prise focused on addressing real-world issues of document
authentication, designed the first decentralized ledger to
track the origin and ownership chain of diamonds
(Industry Solutions, n.d.). Despite global attention to con-
flict and blood diamonds that fuel civil wars and propagate
shocking human rights abuses in Africa and other regions,
inefficiencies and opacity enable these diamonds to find
their way to legitimate distributors and jewelry stores.

In 2003, the United Nations established the Kimberley
Process (KP) Certification to stem the flow of conflict dia-
monds from entering mainstream markets. However, the
narrow terms of the certification exclude blood diamonds
and focus solely on mining and not workers or child labor
exploitation (Hughes, 2006). Second, the certificates apply
only to batches, not individual stones. Once cut, reshaped,
and shipped to other countries, tracking becomes difficult.
Finally, smugglers take advantage of lax border controls to
combine conflict and certified diamonds into the same
batch, thus making it difficult to distinguish between the
illegal and legitimate stones.

Last year, the world's two largest diamond miners,
Alrosa and the De Beers Group, began using the Tracr pro-
gram. This blockchain platform successfully tracks dia-
monds from the mining stage to the retailers with accurate
records and certifies the diamonds as conflict and blood free
(Jamasmie, 2018). A Global Diamond ID and a description
of each gemstone's characteristics is added to the block-
chain's unalterable ledger and verified at each stage to
provide visibility and enhance trust within the industry.
Coalescing distributed ledger capabilities with global coop-
eration may one day end the suffering and human rights
abuses caused by conflict and blood diamonds.

8 | PROVIDING FARM-TO-FORK
FOOD LABELING

Luxury products are not the only use of blockchain-based
supply chains. According to the Centers for Disease Con-
trol, approximately one in six Americans becomes ill

from eating contaminated foods, and food safety regula-
tors are recalling almost twice as many products com-
pared to a decade ago (Gould, Kline, Monahan, & Vierk,
2017). Although companies are more proactive in issuing
recalls and health officials are improving their ability to
trace the origins of contamination, many companies are
now employing blockchains to enhance transparency
and consumer confidence in food products.

Food safety issues affect both U.S. and foreign pro-
ducers. Increasing outbreaks of Salmonella, Escherichia
coli, and Cyclospora are accompanying the rising demand
for foreign exotic foods and out-of-season produce. Harm-
ful additives and improper labeling are challenging food
safety inspectors to maintain the same quality controls
expected by U.S. consumers (Buzby & Gale, 2009). Also,
when foodborne illnesses occur, traceability takes time
because many participants must access paper records or
autonomous systems to obtain the information required.
Each day contamination warnings are delayed may result
in increased sickness or death, highlighting the need to
strengthen networks for outbreak detection and rapid
information sharing (Gould et al., 2017).

The IBM Food Trust, Ripe.io, and other blockchain
platforms have set goals to improve transparency, reduce
traceback times, and empower chain members to be pro-
active in responding to contamination alerts (Innovation
with a purpose: Improving traceability in food value chains
through technology innovations, 2019). Companies such as
Walmart, Nestle, Carrefour, Kroger, and the Dairy Farmers
of America are all participating in blockchains by sharing
food origins, transportation methods, and ingredients (Naik,
2019). For example, using traditional methods, Walmart
spent almost 7 days to conduct a traceback of mangoes to
the original farm. In contrast, by using blockchain, the trace
was completed in less than 3 days (McDermott & Yiannas,
2017). With greater participation from global producers,
accessing farm-to-fork records may be as fast and straight-
forward as using a cell phone to read a barcode label.

9 | DIGITIZING AND PRESERVING
ACADEMIC RECORDS

Schools and universities worldwide can leverage a
blockchain environment to protect and preserve academic
records from alteration, damage, or destruction. The prolif-
eration of alternative learning environments, coupled with
the need to improve accessibility, requires more digitiza-
tion of academic records. Using paper and other manual
processes introduce risks and delays, while a blockchain's
concomitant topology offers an improved architecture for
data immutability and transparency. As traditional class-
rooms migrate toward alternative or virtual environments,



WIATT

el WiLEy |

blockchain technology's data storage and sharing capa-
bilities are ideally suited to serve these nontraditional
environments.

EduBlocks (see Exhibit 3) are immutable ledgers
capable of storing modular blocks of academic records
from any source. These academic records may include
degrees, alternative credentials, and digital badges
awarded by various industry groups, vocational schools,
and online courses (Making the transition from blocks to
Python easier, n.d.). For example, many schools like the
Southern Career Institute in Texas award badges after
successful completion of courses and other work-related
skills. Jean Hagen, an executive at the Institute for the
Future, believes that students weave diverse experiences
and skills with traditional degrees throughout their
careers, and we need to recognize alternative education
as our workforce changes (Osborn, 2016). By increasing
transparency and documenting other forms of learning,
EduBlocks offers an enhancement to traditional higher
education, one credential—or EduBlock—at a time.

In 2016, the Massachusetts Institute of Technology
unveiled BlockCerts, a software program for authenticat-
ing and notarizing academic records on a blockchain (see
Exhibit 4) that enables students to hold and share their
official records directly with others (Durant & Trachy,
2017). Today when a student receives a paper certificate
after completing a degree, verification requires going
back to the source for confirmation. Complicating this
process is the outdated assumption that a student will
attend a single university for all educational needs.
Recent years have seen an upsurge in multiple atten-
dance patterns that include one-way transfers (students
who leave one university to complete their degrees at

EXHIBIT 3 Storing Education Records Using
EduBlocks

Storing Education Records Using EduBlocks

Certificates

v ¥

Degrees

Continuing
Professional
Education

Digital
Badges

another school), swirling (back-and-forth enrollment
among two or more institutions), and concurrent atten-
dance at several institutions (de los Santos & Wright,
1990). BlockCerts replaces the need to request records
from a central authority and validates academic, profes-
sional, and workforce credentialing—especially when
those records are no longer accessible.

Blockchains also benefit students in war-torn coun-
tries and regions that have suffered from natural disas-
ters. For example, conflict zones in countries like
Pakistan, Afghanistan, and Myanmar have negatively
impacted access to schools for almost 28 million children.
Pandemics and natural disasters like the Ebola crisis in
Africa and Typhoon Haiyan in the Philippines alone
resulted in keeping an estimated 4.5 million children out
of school (Education in crisis in the Asia-Pacific region,
2014). Affected students trying to complete their educa-
tion in other countries have difficulties providing tran-
scripts and identity documents because the schools they
attended were later either closed or destroyed. These
missing records complicate efforts to re-establish refugee
students in other institutions and often require third-
party evaluation to determine the correct academic place-
ment. Some countries are trying to develop alternative
certifications, but currently there is no single, global solu-
tion for students displaced by conflict or disease (Ullrich,
Wang, & Waite, 2016).

With more students using online resources, globally
linked classrooms, and self-study, both learners and

EXHIBIT 4 Accessing Records Using BlockCerts

Accessing Records Using BlockCerts

Issuer
(school)

Certified Posts
documents records to
sent Blockchain

EduBlocks

Request
from school
or employer

Student
receives

copy
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educators can benefit from using blockchains to store,
validate, and access degrees and certificates from remote
devices. Companies like ODEM, Triba Learning, and
DuoLingo are using blockchains to both improve peer-to-
peer learning and create a recordkeeping ecosystem
supported by multiple platforms. To leverage the talents
of the 2lst-century workforce, we must accept—and
encourage—alternative forms of learning in our increas-
ingly interactive world and facilitate new ways to man-
age, store, and share these records.

10 | CHALLENGES TO MASS
ADOPTION

New disruptive technologies have both strengths and
weaknesses (see Exhibit 5), and blockchains are no
exception. Jurisdictional inconsistencies, chain modifica-
tions, and long-term record retention capabilities are a
few of the difficulties barring mass adoption. For
blockchains to reach their full potential, researchers are
focused on developing solutions to resolve technical
implementation, sustainability challenges, and other
risk-specific issues.

When blockchain nodes are located in different states or
countries, determining which state or government will assert
jurisdiction in the event of disputes or lawsuits could be pred-
icated on differing legal interpretations. The lack of harmoni-
zation with interstate and transborder regulatory and tax
rules could also affect the legal admissibility of blockchain
records (e.g., smart contracts). Also, cryptocurrency trading
bans exist in several countries, including Algeria, Morocco,
Ecuador, and Iran (Regulation of cryptocurrency around the

EXHIBIT 5 Blockchain SWOT Analysis

Blockchain SWOT Analysis

Weaknesses

u Archiving long-term records
= High investment cost
u Legacy system integration

SWOT

ANALYSIS

world, n.d.). If a country that previously allowed crypto-
currency trading prohibits the practice, the related
blockchain could be threatened with seizure or destruction,
thereby compromising the preservation of records for the
remaining members. As the usage of blockchains expands
worldwide, emerging questions—and varying legislation—
are also likely to increase.

Modifications to improve functionality, correct secu-
rity risks, or change protocols use a process called “fork-
ing.” Examples are Ethereum's Byzantium fork to
address scalability and Monero Company's RingCT fork
to upgrade privatized transactions. Hard forks are a per-
manent divergence and add a new branch to the chain.
While the new chain retains legacy data, problems arise
when users continue to use the original (orphan fork)
without the updated protocols or application changes.
Once in use, nodes on the new chain will not interact
with the orphan fork, nor will new transactions be added
to the chain. In contrast, soft forks make version changes
to the existing chain and are backward compatible
(Thomas, 2018). Interoperability or consensus issues may
result if the majority of nodes do not install the most
recent version upgrades promptly. While forking is an
excellent vehicle to modify blockchains, if not managed
correctly, breakdowns or stoppages can affect the chains'
ability to create and store records accurately.

Complications to preserving and authenticating long-
term records may occur when blockchains add or lose
members, merge with other chains, or are shut down. If a
member leaves, the cost and technical expertise needed
to extract archived records could be substantial. Con-
versely, when new members join, records from legacy
systems have to be checked for compatibility before being
integrated into a new chain. Equally problematic are
when dissimilar chains merge because protocols, data secu-
rity, and applications may present compatibility issues.
If not done correctly, data may be lost or corrupted, thereby
tainting the chain's credibility and causing an exodus by
members (Lemieux, 2017). Finally, when a chain shuts
down, specialized transfer mechanisms are necessary to
provide members with complete copies of the distributive
ledger. Without proper archival procedures, there is a risk
that long-term records such as land titles, financial transac-
tions, or academic degrees could be permanently lost or
compromised.

11 | CONCLUSION

Globalization, complex supply chains, and the desire for
speed and easy access to records are rapidly moving
recordkeeping from manual and siloed systems to digi-
tized, central environments. Inefficiencies, high storage
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costs, and destruction from natural disasters highlight
the need for a different architecture to improve document
transparency, security, and immutability. Decades ago,
computers added speed and a new dimension to records
management. Now, a new technology supported by vir-
tual platforms is poised to shift recordkeeping paradigms
and reshape data storage processes once again.

Blockchain technology's encryption capabilities com-
bined with a tamper-resistant distributed ledger are
changing how companies are creating and storing docu-
ments. Creating smart contracts, improving real estate
transactions, and memorializing academic degrees and
certificates are a small microcosm of blockchain's trans-
formative capabilities. While technical challenges
remain, unlocking blockchain's potential offers hope not
only to modernize the business landscape but also to one
day end the proliferation of counterfeit and mislabeled
goods and products made using unlawful or abusive
practices.

REFERENCES

Buzby, C., & Gale, F. (2009, July). Imports from China and food
safety issues. Economic Research Service. Retrieved from
https://www.ers.usda.gov/webdocs/publications/44390/9410_
eib52_reportsummary_1_.pdf?v=41055

de los Santos, A., Jr., & Wright, 1. (1990). Maricopa's swirling stu-
dents: Earning one-third of Arizona State's bachelor's degrees.
Community, Technical, and Junior College Journal, 60(6),
32-34.

DocuSign. (n.d.). DocuSign showcases smart contracts & payments
prototype built for Visa's connected car initiative. Retrieved from
https://www.docusign.com/press-releases/docusign-showcases-
smart-contracts-payments-prototype-built-for-visas-
connected-car

Durant, E., & Trachy, A. (2017, October 17). Digital diploma debuts
at MIT. MIT News. Retrieved from http://news.mit.edu/2017/
mit-debuts-secure-digital-diploma-using-bitcoin-blockchain-
technology-1017

Education in crisis in the Asia-Pacific region. (2014, October) Save
the  Children from  http://www.
protectingeducation.org/sites/default/files/documents/save_
the_children_australia_-_no_child_left behind.pdf

Gould, L. H,, Kline, J., Monahan, C., & Vierk, K. (2017, March).
Outbreaks of disease associated with food imported into the
United States, 1996-2014. Centers for Disease Control and Pre-
vention. Retrieved from https://wwwnc.cdc.gov/eid/article/23/
3/16-1462_article

Hamel, G. (n.d.). Types of legal contracts in business. Chron.
Retrieved from https://smallbusiness.chron.com/types-legal-
contracts-business-44615.html

Hughes, T. (2006). Conflict diamonds and the Kimberley process:
Mission accomplished—Or mission impossible? South African
Journal of International Affairs, 13(2), 115-130. https://doi.org/
10.1080/10220460609556806

Industry Solutions. (n.d.). EverLedger. Retrieved from https://www.
everledger.io/industry-applications

Australia.  Retrieved

Innovation with a purpose: Improving traceability in food value
chains through technology innovations. (2019, January). World
Economic Forum. Retrieved from http://www3.weforum.org/
docs/WEF_Traceability_in_food_value_chains_Digital.pdf

Jamasmie, C. (2018, October 29). World's two top diamond miners
join forces to test blockchain pilot. Mining/Dot]Com. Retrieved
from http://www.mining.com/worlds-two-top-diamond-miners-
join-forces-test-blockchain-pilot/

Lemieux, V. L. (2017, December). A typology of blockchain
recordkeeping solutions and some reflections on their implica-
tions for the future of archival preservation. Paper presented at
the Proceedings from 2017 IEEE International Conference on
Big Data Retrieved from https://dcicblog.umd.edu/cas/wp-
content/uploads/sites/13/2017/06/Lemieux.pdf

Lielacher, A. (2017, March 6). IBM and Maersk are developing sup-
ply chain solution on the blockchain. BTCManager. Retrieved
from https://btcmanager.com/ibm-and-maersk-are-developing-
supply-chain-solution-on-the-blockchain/

Making the transition from blocks to Python easier. (n.d.).
EduBlocks. Retrieved from https://edublocks.org/

Mattson-Teig, B. (2012, June 26). Cross-border investment on the
rise. National Real Estate Investor. Retrieved from https://www.
nreionline.com/international/cross-border-investment-rise

McDermott, B., & Yiannas, F. (2017, June 20). Outside the box:
Breaking down blockchain with Brigid McDermott: VP of
blockchain business development & ecosystem at IBM & Frank
Yiannas: VP of food safety at Walmart. Podcast.

McHugh, R. (2019, May 22). The true price you pay to store docu-
ments in the office. Record Nations. Retrieved from https://
www.recordnations.com/2017/02/price-you-pay-to-store-
documents-in-office/

Miles, C. (2017, December 12). Blockchain security: What keeps
your transaction data safe? IBM. Retrieved from https://www.
ibm.com/blogs/blockchain/2017/12/blockchain-security-what-
keeps-your-transaction-data-safe/

Naik, G. (2019, January 11). Companies use blockchain to track
food products from farm to fork. S&P Global. Retrieved from
https://www.spglobal.com/marketintelligence/en/news-
insights/latest-news-headlines/49267094

Osborn, E. (2016, May 6). Edublocks could change how we learn by
adapting bitcoin model to continued education. GoodCall. Retrieved
from https://www.goodcall.com/news/edublocks-change-learn-
adapting-bitcoin-model-continued-education-06554

Regulation of cryptocurrency around the world. (n.d.). Library
of Congress. Retrieved from https://www.loc.gov/law/help/
cryptocurrency/world-survey.php

Riitano, D. (2018, April 8). Introduction to Propy—Real-estate revolu-
tion. Cryptoslate. Retrieved from https://cryptoslate.com/propy/

Stadtler, H., Kilger, C., & Meyr, H. (Eds.). (2015). Supply chain
management and advanced planning. Berlin, Heidelberg:
Springer.

Thomas, J. (2018, November 5). Forking: A viable solution to
blockchain's scalability woes? BinaryDistrict. Retrieved from
https://journal.binarydistrict.com/forking-a-viable-solution-to-
blockchain-s-scalability-woes/

Trade tech—A new age for trade and supply chain finance.
(2018, September). World Economic Forum. Retrieved from
http://www3.weforum.org/docs/White_Paper_Trade_Tech_
report_2018.pdf



* | WILEY

WIATT

il Accounting |

Ullrich, A. M., Wang, Y.W., & Waite, J. L. (2016, October). Recogni-
tion of refugee & other non-verifiable credentials. NAFSA—
Association of National Educators. Talk presented at 2016
NAFSA Conference, Lake Placid, NY.

What is Azure Stack? (n.d.). Microsoft Azure. Retrieved from
https://azure.microsoft.com/en-us/overview/azure-stack/

AUTHOR BIOGRAPHY

Reina G. Wiatt, CMA, CPA, is a consultant and an
adjunct professor at the Southern Careers Institute

College in Austin, Texas. Ms. Wiatt has authored sev-
eral articles on business-related subjects and is a two-
time Lybrand Award winner for her articles about 3D
Printing and Blockchain Technology.

How to cite this article: Wiatt RG. The new
management of recordkeeping. J Corp Acct Fin.
2019;1-8. https://doi.org/10.1002/jcaf.22426




	The new management of recordkeeping
	1  INTRODUCTION
	2  HOW BLOCKCHAINS WORK
	3  BLOCKCHAIN-AS-A-SERVICE-THE NEXT STEP IN CLOUD-BASED SERVICES
	4  CREATING SMART CONTRACTS
	5  IMPROVING CROSS-BORDER REAL ESTATE TRANSACTIONS
	6  DIGITIZING SUPPLY CHAINS
	7  CLOSING LOOPHOLES IN THE DIAMOND TRADE
	8  PROVIDING FARM-TO-FORK FOOD LABELING
	9  DIGITIZING AND PRESERVING ACADEMIC RECORDS
	10  CHALLENGES TO MASS ADOPTION
	11  CONCLUSION
	REFERENCES


